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Abstract
This short paper will provide an overview of the impressive pieces included in this issue of the International Journal 
of Cybersecurity Intelligence and Cybercrime. This issue includes articles on the following pertinent topic, utilizing a 
range of approaches and methodologies: 1) online credibility; 2) cyberbullying; and 3) unauthorized access of 
information. An emphasis on the importance of policy development and better protection of potential victims is a 
common thread throughout the issue. 
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T h e C h all e n g e s of I d e n tif yi n g D a n g e r s O nli n e a n d 
P r e di c t o r s of Vi c ti mi z a ti o n

C at h e ri n e D. M a r c u m *, A p p al a c hi a n St at e U ni v e r sit y, U. S. A.

K e y w o r d s; c y b e r b ull yi n g, c y b e r vi ci mi z ati o n, I nt e r n et, a c c e s s

A b s t r a c t:
T hi s s h o rt p a p e r will p r o vi d e a n o v e r vi e w of t h e i m p r e s si v e pi e c e s i n cl u d e d i n t hi s i s s u e of t h e I nt e r n ati o n al J o u r n al of C y b e r s e c u rit y 
I nt elli g e n c e a n d C y b e r c ri m e .  T hi s i s s u e i n cl u d e s a rti cl e s o n t h e f oll o wi n g p e rti n e nt t o pi c, utili zi n g a r a n g e of a p p r o a c h e s a n d m et h-
o d ol o gi e s: 1) o nli n e c r e di bilit y; 2) c y b e r b ull yi n g; a n d 3) u n a ut h o ri z e d a c c e s s of i nf o r m ati o n. A n e m p h a si s o n t h e i m p o rt a n c e of p oli c y 
d e v el o p m e nt a n d b ett e r p r ot e cti o n of p ot e nti al vi cti m s i s a c o m m o n t h r e a d t h r o u g h o ut t h e i s s u e.

I n t r o d u c ti o n

      I n a w o rl d w h e r e t e c h n ol o g y i s a m ai n st a y i n d ail y lif e a n d a c c e s s t o t h e I nt e r n et i s a c o n st a nt n e c e s si -
t y t o o bt ai n i nf o r m ati o n, c o m m u ni c at e, o r e nt e rt ai n, t h e d a n g e r s l u r ki n g b e hi n d e a c h el e ct r o ni c c o r n e r i s 
oft e n di s r e g a r d e d.  T h e c u r r e nt i s s u e of t h e I nt e r n ati o n al J o u r n al of C y b e r s e c u rit y I nt elli g e n c e a n d C y b e r -
c ri m e p r o vi d e s a n i n- d e pt h e x a mi n ati o n of t h e v e r y r e al d a n g e r s p r e s e nt o nli n e, s p e ci fi c all y n oti n g b e h a v -
i o r s of c y b e r- off e n d e r s t h at o nli n e u s e r s s h o ul d b e a w a r e. T hi s i s s u e i n cl u d e s a rti cl e s o n t h e f oll o wi n g p e rti -
n e nt t o pi c s: 1) o nli n e c r e di bilit y; 2) c y b e r b ull yi n g; a n d 3) u n a ut h o ri z e d a c c e s s of i nf o r m ati o n. A s c a n b e s e e n 
i n t hi s i m p r e s si v e s et of c o nt e m p o r a r y lit e r at u r e, t h e r e i s a r a n g e of a p p r o a c h e s a n d m et h o d ol o gi e s utili z e d 
i n t h e s e st u di e s. P r o vi d e d b el o w i s a b ri ef o v e r vi e w of t h e r e s e a r c h f e at u r e d i n t hi s i s s u e.    

      J e n n y W ell s, D a n a L a F o n a n d M a r g a r et G r ati a n ( 2 0 2 1, t hi s i s s u e) d el v e i nt o t h e c h all e n g e of d et e r mi n-
i n g if i n di vi d u al s p r o vi di n g i nf o r m a ti o n o nli n e c a n b e c o n si d e r e d c r e di bl e i n t h ei r a r ti cl e, “ A s s e s si n g t h e 
c r e di bilit y of c y b e r a d v e r s a ri e s.” I n t h e a g e w h e r e a n y p ri v at e citi z e n t o l a r g e c o r p o r ati o n c a n c r e at e w e b -
sit e s, d at a b a n k s a n d ot h e r h o u s e s of i nt ell e ct u al p r o p e rt y, it c a n b e e xt r e m el y dif fi c ult t o di s c e r n w h o a n d 
w h at t o t r u st. W ell s a n d c oll e a g u e s p r o vi d e a n e xt e n si v e e x a mi n ati o n o n c u r r e nt lit e r at u r e i n v ol vi n g o nli n e 
c r e di bilit y, t r u st, d e c e pti o n, a n d f r a u d d et e cti o n i n a n eff o rt t o c o n s oli d at e t hi s i nf o r m ati o n t o u n d e r st a n d 
a d v e r s a r y o nli n e c r e di bilit y. T h e l att e r p a rt of t h e pi e c e p r o vi d e s a s u g g e st e d m o d el t h at i n cl u d e s e x a mi n -
i n g i nf o r m ati o n, a s w ell a s u s e r a n d i nt e r a cti o n c h a r a ct e ri sti c s, t o b e st i nf o r m a n o nli n e u s e r’ s a s s e s s m e nt 
of o nli n e c r e di bilit y ( W ell s et al., 2 0 2 1).

* C o r r e s p o n di n g a ut h o r
C at h e ri n e D. M a r c u m, P h. D., D e p a rt m e nt of G o v e r n m e nt a n d J u sti c e St u di e s, A p p al a c hi a n St at e U ni v e r sit y, P O B o x 3 2 1 0 7, B o o n e,
N C, 2 8 6 0 8, U. S. A.
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R e p r o d u cti o n, p o sti n g, t r a n s mi s si o n o r ot h e r di st ri b uti o n o r u s e of t h e a rti cl e o r a n y m at e ri al t h e r ei n, i n a n y m e di u m a s p e r mitt e d b y 
w ritt e n a g r e e m e nt of t h e I nt e r n ati o n al J o u r n al of C y b e r s e c u rit y I nt elli g e n c e a n d C y b e r c ri m e, r e q ui r e s c r e dit t o t h e J o u r n al a s f oll o w s: 
“ T hi s A rti cl e o ri gi n all y a p p e a r e d i n I nt e r n ati o n al J o u r n al of C y b e r s e c u rit y I nt elli g e n c e a n d C y b e r c ri m e ( I J C I C), 2 0 2 1 V ol. 4, I s s. 1, p p. 
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        In the article, “Cyberbullying: Its Social and Psychological Harms Among Schoolers,” Hyeyoung Lim and 
Hannarae Lee (2021, this issue) provide a unique and much needed contribution to cyberbullying literature 
through their investigation of the effectiveness of treatments for peer victims to reduce and recover from 
their social and psychological suffering of cyberbullying. While much of the literature examines predictors 
of cyberbullying victimization or offending, there is very little that provides insight into treatment for those 
who suffer. This study used data from the National Crime Victimization Survey-School Crime Supplement 
data in 2011 and 2013 to examine the impact of two emotional support groups (i.e., adult and peer groups) 
on cyberbullying victims' social and psychological harm. Results indicated success from both age groups in 
regard to reduced social and psychological harm inflicted by cyberbullying victimization, allowing Lim and 
Lee (2021) to provide suggestions for future program planners to better help victims of this form of cyber-
crime.

     The last article in this issue, “Cyber-Victimization Trends in Trinidad and Tobago: An Empirical Re-
search,” applies a theoretical basis to attempt to explain two forms of cybervictimzation: cyberbullying and 
unauthorized access. Smith and Stamatakis (2021, this issue) utilized Routine Activity Theory (RAT) to ex-
amine online-related activities that potentially increase the likelihood of cybercrime victimization in the Ca-
ribbean country of Trinidad and Tobago. The findings of the study indicated online activities that increase 
target exposure and accessibility increased victimization risk, while physical methods of guardianship were 
weakly protective. Smith and Stamatkis (2021) asserted they were better able to explain cyberbullying com-
pared to victimization via unauthorized access with the RAT application.
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Concluding Remarks

      Part of our responsibility as criminologists and cyber-experts is to not only perform empirical research, 
but use it to help stakeholders create policies, programs and laws to benefit the billions of people who use 
technology and the Internet on the regular basis. The studies featured in this issue of the International 
Journal of Cybersecurity Intelligence and Cybercrime provide recommendations and findings that can be ap-
plied to real-life educational and training programs to better protect Internet users, especially those vulner-
able to victimization. These scholars should be commended for their contributions from their efforts and we 
look forward to seeing how the fields of cybersecurity and cybercrime will grow because of them.
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